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06 oGpaGoTke H ofecreveHnH Ge30MACHOCTH MEPCOHATBLHBIX MAHHBIX, L
06paGaThIBaeMBIX B HH(pOPMALMONHBIX CHCTEMAX MEPCOHATBLHBIX AAHHBIX “
MKOY «I'mmnaszus Ne2 um.A. M. Caiituena»

1. O6niue nooKeHus

1.1. Hacrosimee [Tonoxenue o6 obpaboTke M obecrieueHHH O€30I1ACHOCTH MEPCOHATBHBIX NaHHBIX,
0GpabaThiBaeMbIX B MH(OPMAIIMOHHBIX CHCTEMaX IEPCOHATLHBIX JAHHBIX MYHHLHMIAILHOIO Ka3seHHOro
o6eobpazopatenbHoro yupeskaenns «umuasus Ne2 um.A.M. Caiituesay» (manee — llonoxenwue)
paspaboTano B coOTBETCTBUU ¢ DejiepallbHbIM 3aKOHOM OT 27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX
fnaHHBIXy, 1lonoxennem 06 obecrieyeHnu 0€30MaCHOCTH NMEPCOHAIBHBIX HAHHBIX MPH UX obOpaboTke B
MHPOPMALMOHHEIX ~ CHCTEMAX — [EPCOHAIBHBIX  JIAHHBIX,  YTBEPKJICHHBIM [TocTanoBIEHHEM
[TpasurenbeTBa Poceuiickoit ®enepaunu ot 01.11.2012 Ne 1119, u Tlonoxenuem 00 OCOOEHHOCTSAX
06paGoTKM MePCOHANbHBIX JAHHBIX, OCYINECTBIACMOH 0e3 HCIONL30BAHUS CPE/CTB ABTOMATH3ALINH,
yreepxaennsM [locranosnennem [Ipasutenbersa Poccuitckon denepaunn ot 15.09.2008 Ne 687.

1.2. Hacrosmmm [Tonokernem ompenensercss Mopsiaox o0paboTku H obecredeHus Oe3onacHOCTH
NMepCOHATBHBIX JIAHHBIX, TIPH MX 00paboTKe B MHMOPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX J@HHBIX C
MCIIOJIB30BAHIEM CPEJICTB aABTOMaTH3alMM 4 0e3 HCMONb30BaHMA CPCACTB  aBTOMATU3ALMHA B
MYHUIUTIATEHOM Ka3eHHOM 0011e00pa3oBaTe/IbHOM yUPEKACHHHU «'umuazua Ne2 um.A.M. CaiitueBa»
(nanee — ['mmua3us).

1.3. B macrosiieM [TososkeH|H UCIIONb3YHOTCS CIEAYIOMINE TOHATHS

1.3.1. BrokupoBaHHe IEPCOHANLHBIX JAHHBIX — BPEMEHHOC MPEKpPAIICHHE cbopa, cuCTeMaTH3aluu,
HAKOTLICHMS, HCTIONIb30BAHMUsI, PACTIPOCTPAHEH S NEPCOHAIBHBIX JAHHBIX, B TOM HCIIC UX NICPEAATH.

1.3.2. UndopMalMOHHas cHCTeMa NepPCOHANBHBIX JIAHHBIX (namee — UudopmanuoHHas cucrema) —
uH(OPMALMOHHAs CHCTeMa, MpeJCTaBisiomas Cco0oH COBOKYNHOCT MEPCOHAIBHBIX — JAHHBIX,
cojepxarxes B Oase JaHHBIX, a TaKkKe HHOOPMAIMOHHBIX TEXHOJIOTHH W TEXHUYECKHMX CPEICTB,
[103BOJISIONIMX OCYIIECTBIAT, 00pabOTKy TaKMX NEPCOHANBHBIX IAHHBIX € HCHOIB30BAHHEM CPEICTB
aBTOMATH3ALMK WK Oe3 UCTI0IB30BaHus TAKUX CPEJICTB.

1.3.3. Wcnosip30Banue NePCOHAIbHBIX JaHHBIX — JCHCTBUA (onepaiuu) ¢ NEPCOHATBHBIMUA JaHHBIMHU,
COBEpIIACMbIE ONEPATOPOM B LEJAX IPHHATHA pelieHui MM COBEPIICHHS HWHBIX nelcTBH,
TOPOKIAIOMX IOPHAHYECKHE ITOCNIE/ICTBUSA B OTHOIICHHH cyObekTa NEepPCOHAIbHBIX [aHHBIX HIIH
APYTHX JuL 100 UHBIM 06pa3oM 3aTparuBatoLMX NpaBsa 1 cBOOOJIBI CYOBEKTa [1€PCOHAIBHBIX JaHHBIX
WM JPYTHX JIHIL.

1.3.4. Kou(uIeHIMATBHOCTb EPCOHANBHBIX JAHHBIX — 00s3aTe/bHOE ISt COOMI0/IeHHs OIEPATOPOM
WM MHBIM TIOJIVYMBIIMM [OCTYNl K NEPCOHAIBHBIM NaHHBIM JIMILIOM TpeGoBaHKE HE JOIMyCKaTh HX
pacipocTpaneHus Ge3 coracus cyObexTa NMEPCOHANBHBIX AAHHBIX HIIM HAIAYHSA HHOTO 3aKOHHOT'O
OCHOBaHHUA.

1.3.5. OGe3MuMBaHKEe MEPCOHAILHBIX AAHHBIX — ACHCTBHs, B pE3yJbTaTe KOTOPBIX HEBO3MOXKHO
OIpe/IeUTh MPUHANIEKHOCTh [IEPCOHATLHBIX TAHHBIX KOHKPETHOMY CyOBeKTYy NepCOHATBHBIX JTaHHbIX.

1.3.6. O6paboTka NEPCOHATBHBIX JAHHBIX — JCHCTBHA (omeparuu) ¢ IEPCOHAIBHBIMH JIAHHBIMH,
pKyIouasi cOOp, CHCTEMaTH3aluio, HAKOIUICHWE, XPaHEeHHE, YTOUHCHHE (oOHOBNEHUE, U3MEHEHHE),
MCIIONB30BaHKe, PACTpocTpaHeHue (B TOM 4MCIE nepefady), o0e3nMuuBaHue, OJOKMPOBAHHUE,
VHUYTOKEHHE [IEPCOHANBHBIX JIAHHBIX.



1.3.7. O0paboTka NEPCOHATBHBIX NAHHBIX €3 MCIONB30BAHMS CPEICTB ABTOMATH3ANMM (Iaiee —
HeasromatusnpoBanubiii  crnoco®) — ASHCTBHS C [EepCOHAIBHBIMU JAHHBIMH, TAKHE Kak cbop,
CHCTEMATH3alUus,  HAKOIUICHHE, XPAHCHME, MCIOIb30BaHME, YTOYHEHHE,  pPacIpOCTpaHCHHE,
YHHUUTOXKECHHUE NMEPCOHANBHBIX JAHHBIX B OTHOIIEHHH KaXIOTro U3 CYGHEKTOB MEPCOHANLHBIX JAHHBIX,
OCYLIECTBJIAIOTCA MTPU HEMTOCPEJICTBECHHOM YYAaCTHH YEJI0OBEKA.

1.3.8. OBmenocrynHble NepcoHANTbHBIC JaHHbIE — MEPCOHANbHbIC JIaHHbIE, JAOCTYN HEOrPAHHYEHHOrO
Kpyra JHL K KOTOPbIM HPEJOCTAB/ICH ¢ COIIachsi CyObeKTa NEPCOHANbHBIX JAaHHBIX WJIH Ha KOTODHIE B
COOTBETCTBHM ¢  (heicpanbHBIMM  3aKOHAMM HE paclpocTpaHsercs TpeGoBaHHEe COBIIONEHHs
KOH(I}H,-‘I{:‘HIlIr{'cLl'I[;I'IOCTI/I.

1.3.9. Oneparop - ['mMHasus, opuaMueckoe WIH (QU3MYECKOE JIMIO, OPraHU3yIONIHE U
OCyLIECTBIsIONME 06paboTKy II€pCOHANBHBIX JaHHBIX, @ TAKKE ONpPEAENISIOUINE HEH U COepKaHue
00paboTKu NepcoHanbHbIX JaHHBIX.

1.3.10. Tlepconanbhble paHHble — mobas HHGOpMALMs, OTHOCALIASCS K OIPEIETECHHOMY MM
OmnpejenieMoMy Ha OCHOBAHMM TakoH MHOpOpMaUuH (QU3HUYECKOMY JHIY (CYOBEKTY MEePCOHAIBHBIX
JIaHHBIX), B TOM 4HCJIE €ro (amuius, UM, OTYECTBO, I'OJl, MECSAI, JlaTa U MECTO POXKICHHS, alpec,
CeMelHoe, COlHAlIbHOE, HMMYIIECTBEHHOE MOJIOKeHne, obpasoBanue, mpodeccHs, J0XOjbl, Apyras
UH(pOpMaLUSL.

1.3.11. PacnpoctpaHeHHe IEPCOHAJBHBIX JaHHBIX — JSHCTBHs, HAIpABICHHBIE HA Mepelayy
NEPCOHATBHBIX JAHHBIX OIPEJIS/IEHHOMY Kpyry JHIl (Iepejada [E€pCOHANBHBIX JaHHBIX) WM Ha
03HAKOMJICHHE C TIEPCOHATIBHBIMH JIAHHBIMH HEOIPAHWYEHHOT'O KPyTa JIUI, B TOM uYKciie 00HapoJI0BaHue
MEPCOHANIBHBIX JIAHHBIX B CPEJACTBAX MAaccoBOi MHMOpMalMK, pa3MelieHHe B HH(POPMALUMOHHO-
'I'GHEKOMMyll[/I](a]_lI/lOIleIX CCTAX HJIH HpCﬂOCTaBﬂeHﬁe )_[OC'I'yD'd K IIEpPCOHAJIBHBIM J1aHHbIM KaKHM-HH60
HHBIM CITIOCO0OM,

1.3.12. CnenuaiibHble KaTeropud NEPCOHATBHBIX MTaHHBIX — IEPCOHA/IBHBIE JaHHBIE, KACAIOLIHECS
pacoBOH, HAIMOHAILHOW MIPUHA/UIC)KHOCTH, IMOJUTHYECKHX B3IJISAI0B, PEIMTHO3HBIX HIH (UIocopCKux
yOeXKJIEHHH, COCTOSHUS 3/I0POBbS, HHTUMHOHN KHU3HU CyObeKTa IePCOHAIBHBIX TaHHBIX.

1.3.13. YHHUTOXEHHE NepCOHAIbHbIX [AaHHBIX — JAEHCTBHS, B pe3yJbTare KOTOPHIX HEBO3MOMKHO
BOCCTAHOBUTb COJEPIKAHUE IIE€PCOHANBHBIX JaHHBIX B MH(POPMALMOHHONW CHCTEME IEPCOHATBHBIX
JQHHBIX WJIH B PE3YJILTATE KOTOPBIX YHUUYTOXKAIOTCS MAaTepHATIbHBIC HOCHTEIIH MTEPCOHAILHBIX JAHHEIX.
2. Ilopsinok 00padoTKH NEePCOHAIBHBIX JAHHBIX

2.1. Ob6pabGorka nepcoHalbHBIX HaHHBIX B HWHQopManuMoHHBEIX cucTeMaX [MMHA3us JODKHA
OCYILECTBIIATLCS Ha OCHOBE [TPUHLIUIIOB;

- 3AKOHHOCTH 1eJ1el U crioco0oB 00paboTku NepcoHaNbHBIX AaHHBIX B JO0OPOCOBECTHOCTH;

- COOTBETCTBHS Iesieil 00pabOTKHM IEPCOHAIbHBIX [AaHHBIX ILEJIsIM, 3apaHee OIpeleSeHHBIM U
3asBJICHHBIM ITPU ¢OOPE MEePCOHATBLHBIX JaHHBIX, @ TAK)KE MOJTHOMOYUSIM ONIepaTopa;

- COOTBETCTBUA 00beMa M XapakTepa oOpabaTbIBaeMbIX NEPCOHAIBHBIX JAHHBIX, CIOCO00B 00paboTKH
NEPCOHATBHBIX JTAaHHBIX 1eJIAM 00paboTKU NepCOHATBHBIX JaHHBIX;

- JJOCTOBEPHOCTH MEPCOHAIBHBIX JIAHHBIX, UX JOCTATOYHOCTH IJId LEJIei 06]32160TKH, HEOOIIYCTUMOCTH
OﬁpaGOTKH IMEPCOHAJIbHbLIX [IaHHBIX, M30BITOYHBIX MO0 OTHOINEHHUIO K HEJIAM, 3asiBJICHHBIM IIPH cGope
IMEPCOHANIbHbLIX AaHHBIX]

- HEJIONYCTUMOCTH OOBEIMHEHHUs CO3JaHHBIX JUISI HECOBMECTHMBIX MEXIy coOOM leneil 6a3 HaHHBIX
HH(POPMaIMOHHBIX CHCTEM HEPCOHATBHBIX JTAHHBIX.

2.2, OOpabGoTka mnepcoHanbHBIX JaHHbBIX B MH(opMmanuoHHBIX cucremax [UMHA3Hs MOXKET
OCYILECTBIIATECS ONMEPaTOPOM C MHCbMEHHOIO COIJIacHs CyOBEKTOB NEPCOHAIBHBIX MaHHEBIX, 3a
UCKJTIOYCHHEM CIIEIYIOIIHUX CIIy4YaeB, KOrjaa TaKoro corjiacus He Tpedyercs, eciu:

- 00paloTKa nNEpCOHAIBHBIX JaHHbIX OCYIIECTBIACTCS Ha OCHOBAaHMU (EJAEpalIbHOrO 3aKoHa,
YCTaHABJIMBAIOIIEr0 €€ Lefb, YCIOBUSl IOJYUCHHMS NEPCOHAIbHBIX AAHHBIX H KpPYr CYOBEKTOB,



[IepCOHANBHBIC JAHHBIE KOTOPBIX mojexar oOpaboTke, a TakKe ONPENENSIONIEro MOJHOMOYHUS
oreparopa;

- 06pa60TKa [EPCOHAIIBHBIX JaHHBIX OCYIICCTBIIACTCA B LIEIAX HCIIOJIHEHH JOI0OBOPA, OIHOH M3 CTOpOH
KOTOpPOro ABJIACTCS C-}JGBEKT TICPCOHAJIBHBIX HaHHBIX,

i 06pa60T1<a IepcoHal/IbHBIX JaHHBIX OCYHICCTBIIACTCA IJIA CTATHCTHYCCKHX WJIM MHBIX HAYYHBIX enei
[pH YCIIOBUH 0053aTeJIbHOr0 00e3/IMYHBaAHUS MepCOHAJILHBIX NaHHBIX,

= 06pa60TKa TICPCOHAJIBHBIX TaHHBIX HCOGXO,[LHM& JJ151 3alIUThL JKM3HH, 3J0POBbA M/IH HHBIX JKXHU3HCHHO
Ba’KHBIX HHTCPECOB Cyﬁ'beKT'd ICPCOHAJIBHBIX JaHHBIX, €CJIH [IOJIYYCHHE COIIacHs CyGLCKTa
MEPCOHATBHBIX JaHHBIX HEBO3MOYKHO.

2.3. O6paborka OnepaTopoM CIEHHATbHBIX KaTeropuil NepcoHaNIbHBIX MaHHBIX B MH(pOpManmoHHBIX
cucTeMax | UMHA3KHK J1011yCKAeTCs CCJIN:

- ¢cyOBEKT MNepcOHATbHBIX JAaHHBIX Jajl corjlacMe B IIMCbMEHHOH ¢(opme Ha 00paboTKy CBOMX
MEePCOHAILHbBIX JaHHBIX;

- ICPCOHANTBHBIE NaHHBIC ABJISIFOTCA OGLHGAOCTYHHBIMH;

- TepPCOHAIBHBIE JIaHHbIE OTHOCATCSA K COCTOSHHIO 3/J0POBbBS cyOBbeKTa MEepCOHANBHBIX AAHHBLIX H HX
oOpaboTka HeoOXoauMa JUTs 3aIllUThl €r0 YKHM3HH, 370POBbsl WM MHBIX JKH3HEHHO BaKHBIX HHTCPECOB
Au00 KU3HH, 3710POBbsl MJIM UHBIX )KU3HEHHO BaXKHBIX MHTEPECOB JAPYIUX JIMILL, U IOJIy4YCHHUE COTIacHs
cyOBeKTa

[IepCOHAIBHBIX TaHHBIX HECBO3MOXKHO,

06paboTKa MEPCOHAIBHBIX JAHHBIX OCYIIECTBISCTCA B MEAUKO-IPOQHIAKTHYECKUX MESX, B LENIX
YCTAHOBJICHHS MEIMIMHCKOrO JIMarHo3a, OKa3aHWs MEIMIMHCKAX U MEIHKO-COIMANIBHBIX YCIIYT IPH
YCIOBHH, uTO 00paGoTKa NEPCOHATBHBIX [AHHBIX OCYIIECTBIACTCS JIULOM, MPOPECcCHOHATIBHO
3aHUMAIOLUMCS MEJIMIIMHCKON JeSTeIFHOCTBIO U 00S3aHHBIM B COOTBETCTBHHM C 3aKOHOJAATEIbCTBOM
Poccuiickoii ®eiepaliuy coXpaHsTh BpauyeOHyIO TalHy.

2.4. B ciyuae eciiu onepaTtop Ha OCHOBAaHHHM JOroBopa nopy4aeT oOpaboTKy MepCOHATbHBIX JaHHBIX
JPYroMy JIMILY, CYIIECTBEHHBIM YCJIOBUEM JIOTOBOpA ABIAETCS 00A3aHHOCTL OOECHeueH s yKa3aHHbIM
JUIOM KOH(HIEHIHAIBHOCTH [IEPCOHANBHBIX JAHHBIX M 0€30MacHOCTH IePCOHANBHBIX JaHHbIX TP HX
obpaboTke.

2.5, OnepaTop, IIOleLIaEOIlII/Iﬁ JOCTyll K TNEpCOHAJILHBIM — OaHHBIM, JOJDKCH obecreuuBaTh
KOH(.IJI/I,LI,GHL[H&JII:HOCT]; TaKUX JaHHBIX, 34 HCK/ITHOUCHHUEM CJIYHacB!:

- B CJIy4dac obe3MurBaHusl NEPCOHAJIBHBIX AaHHbIX;
- B OTHOLICHHH 06IHCIEOCT}'HHBIX TNIEPCOHAIBHBIX NTaHHBIX.

2.6. O6paboTKa MepCOHAIbHBIX JaHHBIX B VHopManuoHHBIX cucTeMax ['MMHa3uM OCYIIECTBIACTCS
TOJILKO € COTJIacHsl B TUCBMEHHOM (opMe cyOBeKTa [EePCOHAIBHBIX JaHHBIX, 32 HCKITIOUCHUEM CITY4aeB,
[pelyCMOTPEHHbIX (peepalbHbIMK 3aKOHAMHU, KOTOPBIMU TIPE/lyCMATPHBAIOTCS ClIy4an 00s3aTe/IbHOro
NpelocTaBicHus cyObeKTOM NMepPCOHAILHBIX TaHHBIX CBOMX IEPCOHAIBHBIX JAHHBIX B LEJSAX 3alIATHI
OCHOB KOHCTHTYIIMOHHOIO CTpOsi, HPABCTBEHHOCTH, 3J0POBbA, IpaB M 3aKOHHLIX MHTEPECOB APYruX
null, obecriedeHust 000POHBI CTPaHbl H OE30MAaCHOCTH roCy1apcTBa.

2.7. TlucbMeHHOE coriacue cyObeKTa MepCOHAIBHBIX MAaHHBIX Ha 00paboTKy CBOMX MEpCOHAIbHbBIX
JaHHBIX B MiHOpMAIMOHHBIX cHcTeMax ['MMHA3HH JOKHO BKIIOYATh B cebs:

- (aMHIMIO, UMS, OTYECTBO, afpec cyObeKTa MepCOHANBHBIX AAHHBIX, HOMEP OCHOBHOTO JIOKyMEHTa,
YI0CTOBEPSIOLIETO €ro JIMYHOCTB, CBEJICHUS O JiaTe BbLIAYM YKA3aHHOIO JOKYMEHTAa H BBIIABIICM €ro
opraue;

- HauMeHOBaHHe ((aMUIIHIO, MMs, OTYECTBO) M @JpEC OmepaTropa, MOJYyYalomEro COorjiacue cyObexTa
NepCOHANbHBIX JaHHBIX;



- 1estb 00paboTKU NEPCOHAIBHBIX TAHHBIX;

- HEPCUYCHb IICPCOHAIBHBIX JJdHHBIX, Ha 06pa60’r}cy KOTOpPBIX JAC€TCs COrJiacHe C-}’6'I>€KT?:1 [IEPCOHAJILHBIX
JAaHHBIX,

- lIepeyeHb JCHCTBUH ¢ MEPCOHAIbHBIMU JaHHBIMH, Ha COBEpLICHHE KOTOPBIX JAaeTcs cornacue, obiee
OIMUCAHUE MCTI0JIb3YEMBIX OIIEPaTOPOM CIIOCO0H0B 00paboTKH MePCOHABHBIX JAHHBIX;

- CPOK, B TCUCHHE KOTOPOTO ﬂeﬁCTByeT COTJIacHEe, a TAKIKC IIOPSI0K €ro OT3hIBa.

2.8. O0sA3aHHOCTD MPEACTABHTH JIOKA3aTEIbCTBO TOYUESHH s cOriiacks Cy6heKTa epCOHANBHBIX JAHHBIX
Ha 00paboTKy €ro NepcoHalbHBIX JaHHBLIX, @ B caydae 0OpaGoTKM OOMIENOCTYMHBIX MEPCOHAIBHBIX
JaHublX B MuopManuoHHbIX cucteMax [MMHasuu  00S3aHHOCTE  JIOKA3bIBaHUS TOTO, YTO
oOpabarbiBaeMble 11EPCOHANILHbIE JJaHHbIE SBIAIOTCS OOLIEIOCTYTHBIMH, BO3JIaraeTcs Ha OIepaTopa.

2.9. B ciyuae neneecnocoOHOCTH CyOBEKTa NEPCOHAIBHBIX JaHHBIX corjiacue Ha 06paboTKy ero
IepCOHANbHBIX JaHHBIX B MHpopmanmoHHblX cucTemMax [MMHa3uM Haer B NHCBMEHHOM (opme
3aKOHHBIH npeaCcTaBHUTCIIb C}’GBCKTB. [MEepCOHAJIBHBIX JTaHHBIX.

2.10. B ciyyae cMeprd cyObeKTa MEpcOHANbHBIX JaHHBIX corjlacue Ha o0paboTKy ero mepcoHalbHbIX
NaHHBIX B MHGOPMAIMOHHBIX cHcTeMax ['MMHA3UM aloT B MUCHMEHHON (opMe HacleIHUKU CyOBeKkTa
NEePCOHANLHBIX JaHHBIX, €C/IM TaKoe cornacue He ObUIO JaHO CyOBEeKTOM NepCOHANbHBIX AaHHBIX IPH
ero KHU3HH.

2.11. CyOpexT nepcoHalpHBIX JaHHBIX MMEET MPAaBO Ha IoJydeHue cBeaeHHit 00 obpabGoTke cBoMX
MEepCOHANBHBIX JaHHBIX B HMHpopManmuoHHBIX cuctemax [uMHazuu, a omepatop oO0fA3aH HX
IPeIOCTABUThL B COOTBETCTBHM cO cTaThbsiMu 14 u 20 denepansuoro 3akona ot 27.07.2006 No 152-03
«O mepcoHaNbHBIX JaHHBIX).

3. Mepsl no odecrieyeHu10 0€3011ACHOCTH 11ePCOHABHBIX JAHHBIX NPH HX 00padoTKe

3.1. besonacHOCTh IepcOHaNbHBIX HaHHBIX, oOpalarbiBaeMbix B HMH(pOpPMAIMOHHBIX CHCTEMax
I'mMHa3uu, gocTUraercss IyTeM HMCKJIIOYEHUs HECAaHKIIMOHMPOBAHHOIO, B TOM YHUCJIE CIIy4aiiHOro,
JI0CTYyNa K MEPCOHAILHBIM JIaHHBIM, Pe3yJIbTaTOM KOTOPOI'0 MOXKET CTaTh YHHYTOXKEHHEe, U3MEHEHHE,
OyokupoBaHue, KONMMPOBAHHWE, pPaCIpPOCTPAHEHHE IMEPCOHAJIBHBIX JAaHHBIX, a TaKXke HHBIX
HECAHKIIMOHUPOBAHHBIX JECHCTBUI.

3.2. Jlna obecnevenus O6€301M1aCHOCTH NEPCOHANBHBIX JaHHbIX 11py UX oOpabdoTtke B MHpOpMaLMOHHBIX
CHCTEeMAX ['umHazuu OCYLUCCTBJIACTCH 3alluTa:

- uH(popMmaluu, oopadaTeiBacMOM C HCIIOJIB30BAHHEM TEXHHYECKUX CPEJICTB;

- uH(popmanmu, coxepxkaiieiics Ha OyMa’kKHOHW, MarHWTHON, MArHWTHO-ONTHYECKOW M WHON OCHOBE
(HocUTeIsX).

3.3. Paborel mo obecneueHnio 0e30MaCHOCTH TNEPCOHANBHBIX JAHHBIX [pH HX 00paboTke B
MupopmallmoHHbIX cUcTeMax ['MMHa3uu SBJSIOTCS HEOTHEMJIEMON 4YacThio paboT M0 CO3[AaHHIO
MupopMalluOHHbBIX CHCTEM.

3.4. Hudopmanmonnele cucrtembl I'ummHazum kiaccuduuupyrores omepatopoM. IIpoBeneHue
knaccupukamuu MadopmannonHelx cucreM onpejeneHo I[lopsakoMm npoBeaeHus: KiacCHpHKALUK
MHQOPMALIMOHHBIX ~CUCTEM [EPCOHANBHBIX JAHHBIX, YTBEPIKICHHBEIM COBMECTHBIM IPHUKa30M
DenepanbHOi  cayxkOBl MO TEXHMYECKOMY M 3KCHOPTHOMY KOHTpomo, PenepaibHOit CcinyxObI
6esonacnoctu Poccuiickoit ®enepauun, MUHHCTEPCTBOM HH(POPMAIIMOHHBIX TEXHOJIOIMH W CBA3M
Poccniickoii ®enepanyu ot 13.02.2008 Ne 55/86/20.

3.5. ObmeH nepcoHaNIBLHBIMU JIAaHHBIMHM ITPU UMX 0o0padorke B MHpopmanmonnsix cucremax ['umuasuu,
OCYUICCTBIIIETCA IO KaHalaM CBS3M, 3alyTa KOTOphIX oOecriedyuBaercss IyTEM pealu3aluu
COOTBETCTBYIOLLUX OPraHU3alldOHHBIX Mep U (MJIH) IIyTEeM NIPUMEHEHHS TEXHHYECKUX M IPOrpaMMHBIX
CpEJICTB.

3.6. Pasmewenne Hudopmanuonubix cucteM ['MMHa3uMu, chnenuaibHoe 00OpYJIOBaHHE H OXpaHa
IOMEIIEHUH, B KOTOpPBIX BeaeTcs paboTa C MNEpPCOHANBHBIMUA JAaHHBIMHM, OpPraHU3alMs pPeXHMa



obecrnieuenus 0€30MaCHOCTH B ATHUX [MOMEIICHHAX MOIKHEI oOecIieunBaTh COXPaHHOCTDb HOCHUTEJIeH
NMEPCOHAIBHBIX JaHHBIX M CPCICTB 3alHUTEI HH(i)OpMaI[I/IH, a4 TakXKE HCKIIOYaTk BO3MOMKHOCTBE
HCKOHTPOJIUPYEMOTO NPOHUKHOBCHUA HJIH HpeﬁbIBaHHH B OTUX IIOMEIIECHUAX NMOCTOPOHHUX JIMIIL,

3.7. be3omacHOCTb IEPCOHANBHBIX J@HHBIX HpH HX oOpaboTke B MH(opManmoHHBIX cHcTemMax
['uMHA3MH 00ecIeurBaeT OIepaTop WM JIMILIO, KOTOPOMY Ha OCHOBaHMH JIOIOBOpA OTEPaTop MopyvaeTt
06paboTKy IEepCOHANbHBIX JaHHBIX (fanee — YnonHomoyeHHoe JHLo). CyIIeCTBEHHBIM YCIOBHEM
JI0rOBOpa  ABMACTCH O0A3aHHOCTH  YTONHOMOYEHHOrO JMua 00ecrneduTh KOH(UICHIIUATBHOCTD
MepCOHATBHBIX JAHHBIX M 0€301aCHOCTh IEPCOHANBHBIX JaHHBIX [pPH HuX oOpaborke B
UH(POpPMALMOHHOH CUCTEME.

3.8. [Ipu 06paboTke MepcoHAIbHBIX JaHHBIX B MH(OpMauonHbIX chctemax ['MvHasuu Ge3onacHOCTh
obecrnieunBaeTes:

- [IPOBEICHUEM MEPOIPHATHH, HANPaBIEHHBIX HA NPEJOTBPAILCHHE HECAHKIIMOHHPOBAHHOrO JIOCTYIA K
[IepCOHATHHBIM JaHHBIM U (WIK) Mepeladd HX JIMI@aM, HE HMMEIOM|M TpaBa JIOCTYNa K Takow
nHpOopMaLIUH;

- CBOEBPEMEHHBIM 00HApYKeHHeM (PaKTOB HECAHKIIMOHMPOBAHHOTO JOCTYTIA K NEPCOHAIbHBIM [IaHHBIM;

- HeJOMyLEHMEM BO3JCHCTBMS Ha TEXHHYECKHE CPEJCTBA ABTOMATH3UPOBAHHOW 0OpaGoTKH
[EPCOHATBHBIX JAHHBIX, B PE3YJIbTaTe KOTOPOrO MOXKET ObITh HAPYIIEHO HX (yHKIHOHMPOBAHHKE;

- BO3MOIKHOCTBIO HE3aAMEJIUTEIBHOIO BOCCTAHOBJICHUS IMEPCOHAITBHBIX HaHHBIX, MOIIHCI)HLIHPOB&HHBTX
WK YHAYTOKEHHBIX BCIICICTBHE HECAHKIIHOHHPOBAHHOI'O JOCTYIIa K HUM;

- MOCTOSHHBIM KOHTPOJIEM 3a obecrie4YeHUEM YPOBHS 3alHIICHHOCTH [TEPCOHAILHEBIX JaHHBIX.

3.9. 3ammTa NepcoOHANBHBIX JaHHBIX, oOpabareiBacmas B MH(OPMAIMOHHBIX CHCTEMaX ['umHa3umu,
ofecreunBaeTcs 3a CYeT CPEACTB [ MMHA3HK B TIOPSIIKE, YCTAHOBICHHOM (e/iepanbHBIMH 3aKOHAMH.

3.10. Jloctym cOTpyIHMKOB I'MMHAa3Md K II€pPCOHA/ILHBIM  JIaHHBIM, oOpabarbiBacéMbIM B
VndopManuoHHbIX cucTeMaX ['MMHa3uW, Ui BBINOJIHEHHS CBOUX JOJDKHOCTHBIX o0s3aHHOCTEH
MPOM3BOUTCS K COOTBETCTBYIOUIMM TEPCOHAIBHBIM JTaHHBIM HA OCHOBAHHH CITHCKA, YTBCPKICHHOTO
0I1epaTopoM.

4. OcobennocTs 00paloTKH NEPCOHAJLHBIX NAAHHBIX, OCYIIECTBJIAEMBIX 0e3 HCHoOJIL30BAHHS
cpeacTB ABTOMATH3ALHH

4.1. TlepconanbHble JAHHBIE IIPH HX 00paboTKe, OCYIECTBIACMOH HeaBTOMAaTH3MPOBaHHBIM CIIOCOO0OM,
JOMKHBI  060c00nATEC OT WHOM uHOpMauuM, Qukcandedl HX Ha OTACHBHBIX MaTepHANbHLIX
HOCHTENISIX NIEPCOHATBHBIX aHHBIX (f1asee - MaTtepuaibHble HOCHTEIH), B CIELUAIBHBIX pas/ieNiax KHUL
(5KypHasIoB) WiiH Ha moJsX (hopm (6:1aHKOB).

4.2. Ipu puKcaluy NEPCOHATBHBIX TaHHBIX Ha MarepuanbHbIX HOCHUTENAX HE J0TYCKAcTCA bukcanus
Ha OJHOM MaTepHaJbHOM HOCHUTEIIE TIEPCOHATBHBIX JAHHBIX, ICIH, 00paboTKH KOTOPBIX 3aBEIOMO HE
coBmecTuMBL. JI1si 06paGoTKH pa3lUYHBIX KaTE€ropuil NEPCOHAIBHBIX aHHbIX, OCYILECTBIISIEMOM
HeaBTOMaTH3UPOBAHHBIM CTIOCOOOM, /U KAX/OW KaTECropuu MEpCOHANBHBIX —JAHHBIX  HOLKEH
HCIIOJIb30BATLCA OT/Ie/IbHBINH MaTepualbHbIA HOCHTEb.

4.3. Ilpn HMCHONB30BaHMM THHOBBIX (OPM JIOKYMCHTOB, Xapakrep uudopMaluu B KOTOPBIX
Mpe/IosaraeT Wik J0IyCKaeT BKIIOYEHHE B HUX NEPCOHANBHBIX JAHHBIX (manee — Tunosas dopma),
JIOJKHBI COOIIOIATLES CICAYIONIHNE YCTOBUA!

4.3.1. Tunosast hopMa MK CBS3aHHEIC ¢ Hel JJOKYMEHTB! (HHCTPYKIHA 110 €¢ 3aN0JHCHHIO, KapTOUKH,
peecTphl U JKyPHAJIbI) IOJKHBI COAECPKATD!

- ¢BeJIeHMS O e 06paboTKU nepcoHallbHbIX JIAHHBIX, ocyuiecTiaseMoi HeaBromMaTu3npoBaHHbIM
crocodoMm;

- UM (HaMMEHOBAHKE) U ajIpec oriepaTopa;

i (baMHHI/I}O, HM$, OTYECTBO M aapec C}’GBEKTE[ IIEPCOHAIBLHBIX HAHHBIX,



- HCTOUHHK HOJYYCHHS [IEPCOHAIIbHbLIX JdHHBIX !
- CPOKH OﬁpaﬁoTKI/] [IEPCOHAJIEHBIX TaHHBIX,

- nepeveHb JEHCTBUN ¢ NEPCOHAILHLIMU JaHHBIMM, KOTOpble OyIyT COBEpIIATBCSA B MpOlEcce MX
obpaboTku;

- o0111e€ OnUcanue HCIIOJNIB3YEMBIX OIIEPATOPOM croco0oB 06]3360’1"[{]4 [IEPCOHAJIBHBIX JaHHBIX.

4.3.2. Tunosasi hopMa J0/DKHA MpPeIyCMATPHBATE T10J1e, B KOTOPOM CYOBEKT MEPCOHANBHBIX JAHHBIX
MOYET [IOCTaBUTh OTMETKY O CBOEM COIJIacCHMH Ha 00paboTKy NepCOHAIBHBIX JaHHBIX, OCYLIECTBISAEMYIO
HearTOMaTH3UpOBAaHHBLIM CIIOCOOOM.

4.3.3. Tunosas ¢opma A0/KHAa OBITH COCTaBJeHA TakuM o0Opa3oM, YTOOBI KaXKIblif M3 CYOBeKTOB
MIEPCOHANBHBIX JAaHHBIX, COAEPIKAIMXCA B JOKYMEHTE, HMEJl BO3MOXKHOCTh O3HAKOMHUTHCA CO CBOHMH
epcoOHANBHBIMH JaHHBIMH, COACPIKALIUMUCS B JOKYMEHTE, HE Hapyluas IpaB M 3aKOHHBIX MHTEPECOB
HHbIX C}"GBCKTOB T[CPCOHHJ'IIJHI:[X JdaHHbIX.

4.3.4. Tunosas ¢gopma J0/DKHA HCKIOUaTh OOBEAMHEHUE MOJIeH, NpefHa3HAYCHHLIX )11 BHECEHHS
MepCOHANBHBIX JIaHHBIX, 11e€J4, 00padOTKH KOTOPBIX 3@BEI0MO HE COBMECTHMEI.

4.4, TIpu HECOBMECTUMOCTH LieieH 0OpabOTKH IEPCOHAIBHBIX JAHHBIX, 3aQUKCHPOBAHHBLIX HAa OJHOM
MarepuanbHOM HOCHTENE, eciu MaTepHalbHBIH HOCHTENB HE TO3BOJSET OCYILECTBIATH 00paboTKy
NEPCOHATBHBIX JIaHHBIX OTJCIBHO OT APYTHX 3aMKCHPOBAHHBIX HA TOM K€ HOCHUTENE NMEPCOHATBHBIX
JIAHHBIX, JIOJDKHBI OBITH MHPUHSTHL Mephl MO OOecrnedeHuro pasjenbHOi 00pabOTKH NEPCOHANBHBIX
JAHHBIX:

4.4.1. Tlpu HeoOXOJUMOCTH MCIO/B30BAHUS WM PAacHpOCTPAHCHHUS OIPEJCICHHBIX IePCOHANBHBIX
JIAHHBIX OTJEJILHO OT HAXOMALIMXCS Ha TOM e MarepuajlbHOM HOCHMTENE JAPYruX NEPCOHAIBHBIX
JIAHHBIX OCYIIECTBIISAETCS KOTIMPOBAHKE TEPCOHAILHBIX JIAHHBIX, MOJUICKAIINX PaCHpPOCTPAHEHHIO HIIH
HCIIONB30BaHMIO, CIIOCOO0M, HCIITIOHAIOIIUM OJHOBPEMEHHOE KOIIMPOBAHUE NIEPCOHANBHBIX TAHHBIX, HE
MO/UIeXKALIMX PACHPOCTPAHEHUIO M HCHONB30BAHMIO, M HCIIONB3yeTCs (PacrpOCTPAHAETCs) KOIMS
HEPCOHAIBHBIX JaHHbIX.

442, Tlpy HeoOXOAMMOCTH YHMUTOKCHMS WIM OJOKMPOBAHUS 4YacTH TEPCOHANBHBIX JAHHBIX
YHUYTOXKAETCSI WM Oyokupyercss MarepuanbHbIH HOCHTENL € MNPEABAPUTEILHBIM KOIMHPOBAHHEM
CBEJCHWH, HE MOIEKAINX YHHYTOKEHUIO WIM OJOKHPOBAHMIO, CIIOCOOOM, HCKIIHOYAOIIAM
OJHOBPEMEHHOC KOIMHUpOBAHUE [NepCcoOHAIBHBIX JaHHBIX, [moaiaexKanmux YHUUYTOKEHHIO HITH
610K POBaHMIO.

4.5. YHuuTOXKEHUE WM 00e3TMUMBaHMe YacTH IEPCOHAIBHBIX HAHHBIX, €CIH 3TO JONYyCKaeTCs
MarepuaabHbIM  HOCHTEJIEM, MOXKET [IPOM3BOJMTHECA CMOCOOOM, HCKITIOYAIONMM  TalbHEHIIyIo
06paboTKy JTHX MEPCOHAIBHBLIX JIAHHBIX C COXPAaHEHHEM BO3MOXKHOCTH OOpalOTKM MHBIX [AHHBIX,
3ahMKCHPOBAHHBIX HA MATEPHATILHOM HOCHTEIE (yIaICHHE, BEIMAPbIBAHKE).

4.6. IlpaBuna, mpeaycMoTpentble nyHkTamu 4.4 u 4.5 Hacrosuero [TomoxeHust, IPUMEHSIOTCS TAKKE B
clydae, eciad HeoOXOuMMO O0ecHeduTs pas3fenbHylo 00paboTky 3apMKCHPOBAHHBIX Ha OXHOM
MarepuaibHOM HOCHTENE [EePCOHAIBHBIX JaHHBIX M MH(pOPMaIMH, HE SABJISIOICHCS [EPCOHATBHBIMU
JaHHbBIMH.

4.7. YTounenue NepCOHATbHBIX JAaHHbIX IPH OCYLIECTBIEHUHU X 00paboTKH

HeaBTOMaTI/lBHIJOBaHHbIM crrocobom I[IPOU3BOIHUTCA IIYTEM OOHOBJICHHSI WJIM W3MEHCHUS MAHHBIX Ha
MaTepHa.HBHOM HOCHTEJIe, a €CJIH 3TO HE JOIIYCKACTCI TCXHHYCCKHMH 0C0OEHHOCTAMHA MaTepHaIBHOIO
HOCHUTCIIA, - IIYTCM qJHI{CﬁU.HI/] Ha TOM K¢ MaTCpHaJlbLHOM HOCHTEIIC CBEJICHUH O BHOCHMBLIX B HHMX
H3MEHEHUSIX JHOO0 IMyTEM H3IOTOBJICHHA HOBOIO MAaTe€pHaJIbHOIO HOCHTEIA C YTOYHCHHBIMH
NepCOHAIIBHBEIMU JaHHBIMH.

4.8. OG6paboTka IepCOHANBHBIX JAHHBIX, OCyIIecTBIsieMas HeaBTOMAaTH3MPOBAHHBIM CIOCOOOM,
JI0JDKHA TIPOM3BOANTLCS TakUM 00pa3zoM, 4TOOBI B OTHOINCHHMHM KayK/IOM KaTeropvu MEpPCOHAIbHBIX
JTaHHBIX MOHO OBLIO ONpEJENUTh MecTa XpaHeHHs TEepPCOHANBHBIX JaHHBIX (MarepuanbHbIX



HOCHTEJIe) M yCTaHOBUTD NEPEYeHb JIUIL, OCYIIECTRISIOMMUX 06paboTKy NepCOHANBHBIX JAHHBIX JHGO
HMEIOLIUX K HUM AJOCTYIL.

4.9. Heobxomumo obecneunBaTh pasfeipbHOE XpaHEHME MEPCOHATBHBIX JAHHBIX (MatepuansHbIX
HOCHTEJIEH ), 00paboTKa KOTOPBIX OCYLIECTBIISAETCSA B PA3MTMYHBIX LEJISX.
S. Obs13aHHOCTH JIHII, HMEIOIHX 0CTYN K MePCOHAIbHBIM JAHHBIM

5.1. OtBetcTBeHHOCTH 3a ofecneueHue Ge30MacHOCTH NEPCOHANBHEIX JaHHBIX M HAUIEIKAIIHI PEKUM
padoTel MudopmanronnbIX cucteM [ MMHa3Hu Bo3iaraeTcst Ha pykoBouTens [ uMHAasHy,

5.2. B cBoeit paGore corpyauuku ['MMHA3Hu, JOMylieHHBIE K 06paGOTKe NEPCOHAIBHBIX IAHHBIX B
Hudopmaiponnsix cucremax ['MMHA3uM, JODKHBI PyKOBOACTBOBATHCA TPeGOBAHMAMU (henepanbHbIX
3aKOHOB, HOPMaTHBHO-IIPABOBBIX J0KyMeHTOB lIpaButenscra Poccuiickoit ®enepannn, OeepanbHoit
CIy®Obl 10 TEXHHYECKOMY M OKCIOPTHOMY KOHTpomo, MemepanbHolt cayk6bl Ge30macHOCTH
Poccuiickoii  Penepanun, MunuctepeTBa MHPOPMALMOHHBIX TEXHOJOTMH W CBS3H  Poccuiickoi
Denepaunn, a TakkKe HACTOSUIMM [lOJOKEHMEM W MHCTPYKIMEH [ONIb30BaTels M0 3aluTe
MEepCOHANBHBIX JaHHbIX, 0OpabaThiBaeMbiX B UHDOpMaLMOHHEBIX cHcTEMAX.

5.3. B 10/UKHOCTHbIC MHCTPYKUMM COTPYJHHKOB [|MMHA3uM, YIONHOMOYEHHBIX Ha 06paboTky
[EPCOHANBHBIX JaHHbIX B HWHpopMmannoHHBIX cuctemax [WMHA3uM, JOMKHBI ObITH BHECEHBI
00s3aHHOCTH O HEOOXOJMMOCTH BBINOJHEHUS TpeGoBaHUM 1Mo obecrnedeHui0 Oe30MacHOCTH
oOpabaTpIBaeMbIX UMM NIEPCOHATBHBIX AaHHBIX.

5.4, OrtsercTBeHHBIH 3a oOecrneueHne 0€30MACHOCTH MEPCOHAIBHBIX JAHHBIX B | MMHA3WH
PYKOBOJCTBYETCS] B CBOEH JIEATEILHOCTH HHCTPYKLIUEH OTBETCTBEHHOrO 3a obecrnieueHue 6e30MacHOCTH
IIepCOHAJIbHBIX JIlaHHBIX, 0OpadareiBaeMbIX B MH(popMannonueix cucteMax ['uMuasuu.

5.5. Ilpm oOHapyxeHHMH HapylICHMH MOpsjAKAa MPEJOCTABICHHUA IEPCOHANBHBIX  JIAHHBIX,
obpabarbiBacMpix B MHpopmanMoHHBIX cucTeMax ['MMHa3uM, omepatop He3aMeUIMTEILHO
MPHOCTAHABIMBAET IPEIOCTAB/EHHE IEPCOHABHBIX JAHHBIX MoJb3oBaTeNsiM  MHbopMannoHHbIX
cucteMm ['MMHA3MM JI0 BBISABJICHUS IPUYMH HAPYLIEHUH W yCTPaHEHHs 3THX [IPHYMH,

5.6. 3a wmapymienue Hopm Hacrosimero [lomoxkenus, a Takke (eaepaibHbIX — 3aKOHOB,
pEeriIaMeHTHPYIOUHX MOpAA0K 00paboTku W obecnedeHuss 0e3011aCHOCTH MEPCOHAIBHBIX JIaHHBIX,
COTPYAHMKH ['MMHa3uM, jonylieHHBIe K paboTe ¢ MepcoHalbHBIMH AaHHBIMH B MH(popManuoHHBIX
cucremax  ['MMHa3Mm, HECYT TIpakIaHCKO-IIPaBOBYIO, aJMHHHCTPATHBHYIO, YTOJIOBHYIO H
JAMCHHUIUTAHAPHYIO OTBETCTBEHHOCTh B COOTBETCTBUH € JEHCTBYIOIIUM 3aKOHOIATEILCTBOM,



